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Introduction 

The incorporation of Artificial Intelligence (AI) systems in financial services represents a paradigm shift in regulatory expectations and demonstrates a new systemic risk in the sector. The outset of GenAI models like OpenAI’s ChatGPT in 2022 alerted policymakers in Brussels to opt for regulating foundational models in heed of repeated warnings for caution from industry experts (Zenner, 2025).1 The deployment of AI in sectors such as banking and insurance in different functional capacities, such as combating money laundering and credit decisioning, offers firms the benefits of cost-cutting and bolstering operational efficiency—at the expense of the highly-perceived risks concerning data protection, bias and consumer protection (Bank of England, 2024).2 This essay argues that the response of the EU and the UK’s regulatory architecture, especially in light of data privacy concerns and allocation of liability, has left a governance gap which the relevant law does not adequately fill. 

Expansion of Automated Decision-Making Through AI and Inherent Risks 

The Lloyds Banking Group, as of November 2025, became one of the first UK banks to announce the induction of its own agentic AI for the ‘financial empowerment’ of its customers (Lloyds Banking Group, 2025).3 Moody’s defined an agentic AI system as one which is capable of performing automated-decision making adapting to real time data (Moody’s, 2026).4 The emergence of such AI systems signals a major shift in the manner consumer data and quantitative metrics will be analysed with little to no human intervention. According to a 2024 survey of FCA-regulated firms, AI use had been engaged to a great extent in core business areas of operations and retail banking already, with plans to expand such use general insurance and compliance (Bank of England, 2024)2.  
In light of the increasing AI dependence, multiple industry experts and organisations have issued warnings of heightened threat to banks’ threshold for risk of error in line with traditional AI concerns in the context of financial services. One of the key risks associated with ‘general-purpose’ or generative AI systems is bias. Regulators have identified this risk in the context of financial services wherein AI systems may be prone to algorithmic bias through the favouring of certain outcomes that can result in misleading statements of facts, better known as ‘hallucinations’ (Leitner et al., 2024).5 These concerns can be corroborated with the use of such systems in consumer creditworthiness assessments wherein decisionmaking is highly context-specific and errors can create potential consumer fairness and equality framework issues for firms in addition to likely Art 22 GDPR violations (Article 22 of the GDPR grants individuals the right not to be subject to decisions based solely on automated processing).
Generative AI models utilise base knowledge from foundational models (which are trained on large raw data-sets) and go through further fine-tuning and task-specific algorithmic training before they are released by providers (Leitner et al., 2024). Such complex models (like ChatGPT) can lead to explainability concerns where it gets difficult for deployers like banks to discern the reasoning of AI systems in making certain decisions engendering increased systemic risk for automated-decision making (more commonly known as the AI’s ‘black-box’ problem) (Micillo, 2026).6 Lawmakers in Westminster have acknowledged the lack of legislation addressing the systemic risk posed by the induction of such technology and with only the existing FCA framework to rely on (Treasury Committee, 2026)7, it is proved that there is a gap in regulation in this sector. Additionally, GenAI model providers have yet to address the ‘explainability’ concern which represents one of the key pillars of the EU AI Act (Micillo, 2026). 

Provider - Deployer Relations and Liability 

Article 53 of EU AI Act obligates ‘General-Purpose AI’ (interchangeably used with ‘GenAI’) providers to maintain frameworks to comply with EU Copyright Law and more importantly, disclose information in regards to the data-sets the model has been trained on (European Parliament & Council, 2024, Art. 53).8 One important point to dwell on here is the allocation of such obligations when firms deploy AI models in practice for differentiated use by fine-tuning the model through further training on substantive datasets. In October 2025, JPMorgan made significant changes to its Large Language Model (LLM) Suite through the induction of agentic AI powered by OpenAI and Anthropic (Wheeler, 2025).9 This development would involve updating the data-sets fed to the models to expand their scope of function which could eventually lead to a point where the extension of AI Act obligations becomes imperative for deployers such as JPMorgan in the interest of transparency and accountability. Article 25 (AI Act) provides that it will deem any deployer of GenAI as a provider, if significant modification (Parameters set out in para 61 - Guidelines EU AI Act) have been made which subjects firms to the same obligations, providers are subject to under the act.
This allocation becomes especially significant in cases of AI use in financial services which the EU already classifies as being high-risk (European Parliament & Council, 2024, Art. 6(2); Annex III). Deployers in the financial sphere will build on models provided by developers without having access to the proprietary source code, with potential for consumer protection issues in regards to the lack of transparency and accountability, which the EU AI Act is founded on. Where AI-generated decisions result in consumer harm, the developer-deployer relationship diffuses liability precisely where it needs to be concentrated, a tension the AI Act leaves underresolved. The absence of any AI Act equivalent in the UK (except for PRA Guidelines) puts authorities in a race to catch up with the growing implementation of AI systems with firms with no system to allocate individual obligation to firms or providers. 

Data Privacy Concerns  

Where the use of AI systems becomes particularly concerning is the method by which user data is processed and stored. The essence of this concern is enshrined in the Charter of Fundamental Rights of the European Union itself, with Article 8, which provides the right to protection for personal data (European Union, 2012, Art. 8).10 As expressed earlier in this essay, third-party reliance on providers on behalf of financial firms as the training of models on confidential user-data could lead to compliance issues for deployers. Article 35 GDPR further envisages ‘data protection impact assessments’ with the purpose of identifying, analysing and mitigating privacy risks through meticulous assessments of the data-processing capabilities of AI models operating at scale for uses such as automated decision making (European Parliament & Council, 2016, Art. 35).11 Most directly engaged law here is Article 22 UK GDPR, which affords individuals the right not to be subject to solely automated decisions with legal or significant effect, with Articles 13-15 further requiring deployers to provide 'meaningful information about the logic involved'. These obligations will prove difficult to fulfil where the underlying model remains a black box (UK GDPR, Arts. 13 - 15, 22). 
With explainability issues already set out in the previous section, firms will struggle to manage compliance with legal compliance under hard-bound legislation as well as regulatory oversight. Where the law seems to leave a gap is data-protection requirements strictly for AI systems in financial services encompassed as part of the regulatory framework which the FCA has acknowledged that it lacks in a recent update in regards to AI technology (Financial Conduct Authority, 2024, para. 3.35).12 With no new regulation or law currently being introduced at least in the UK for AI incorporation into financial services, regulators are left with the same principles and requirements set out in the FCA handbook which, in many instances, do not afford consumers a right to redress (Financial Conduct Authority, n.d., PRIN 3.1.6R).13  

Conclusion and Commentary 

The analysis set out in this essay demonstrates that the governance of AI systems in financial services remains fundamentally incomplete. Whilst the EU AI Act introduces a structured framework for allocating obligations between providers and deployers, and the UK GDPR enshrines meaningful data protection rights, neither instrument was designed with the operational realities of generative AI in financial services squarely in mind. The developer–deployer relation clouds liability where it most needs to be concentrated, explainability obligations clash with the black-box nature of foundational models, and the UK's absence of an AI Act equivalent leaves regulators reliant on principles-based oversight that affords consumers limited recourse. 
The pace of AI adoption among financial firms as seen in the case of  Lloyds and JPMorgan has demonstrably outrun the regulatory frameworks purporting to govern it. Until purpose-built, sector-specific AI legislation is introduced, the governance gap identified throughout this essay will persist, filled imperfectly at best. 
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